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Anomaly Detection in the Joint Angle Sensors of a
Snake Robot
Luke Fina∗, Hakki Erhan Sevil†, and Mahdi Haghshenas-Jaryani‡

ABSTRACT
Anomaly detection method for joint angle sensors of a snake robot
is introduced. The main goal of this study is to detect the joint sensor with anomaly using statistical approach along 3 joint angle sensors in a four-link snake type platform. In the developed approach,
each joint sensor’s measurement is taken into account and χ 2 hypothesis test is adopted, and orthogonal projection method is used
for pin-pointing the sensor that has the anomaly. The presented
study is applied to a snake robot model in a computer simulation
environment. Results and discussions are provided, and according
to simulation results, developed model successfully detects and isolates joint angle sensor with anomaly. This study is a part of larger
effort toward developing resilient and intelligent robotic systems.
Keywords: Snake Robot, Anomaly Detection, Joint Control.

1. Introduction
Biologically inspired robots have become again an emerging field
in robotics due to the demand for developing autonomous robotic
systems with capability to adapt and operate in unknown and dynamic environments. Especially, biological snake has fascinated
roboticists over the past five decades due to their versatile limbless locomotion mechanism which adapt easily to unstructured and
unknown environments [1]. Ever since preliminary study of biological snake locomotion by Gray in 1946 [2] and development of
the first snake robot by Hirose [3] in early 70’s, enormous amount
of work have been focused on developing dynamic models and control algorithms for modeling and controlling these complex robotic
systems [4].
Most of snake robots studied over the past 45 years were considered as a kinematic chain with non-holonomic constraints that were
explicitly imposed for avoiding lateral slip (sideslip constraints);
a crucial factor for generating the serpentine locomotion of snake
robots which is the most common locomotion gait between biological snakes [4]. However, these constraints are unrealistic in practice, as in the case of biological snakes, they rely on the interaction
of their body with surrounding environment based on anisotropic
friction properties to generate these motion constraints and consequently the progressive motion. In this work, these explicit nonholonomic constraints are eliminated in order to develop a more
realistic dynamic model of snake robots while a robust joint control algorithm is developed to modulate the internal body motion
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of the snake robot to produce the required serpentine locomotion
by attenuating lateral slip at each link. This control algorithm is
implemented on a planar four-link snake robot with 6 degrees-offreedom.
Considering snake type robotic platforms, there are not many examples in the literature in terms of anomaly and/or fault detection
methods. In one study, a comparison between simulation model
and real-life experiments based approach is introduced to detect
actuator faults [5]. In a different study, a failure recovery system
is presented for modular robotic platforms [6]. Although failure
recovery is presented, the assumption is that the fault/failure information is available, thus detection part is not developed nor applied.
Similarly, bio-inspired fault adaptive system design is presented in
the literature, without providing details or suggestions on how to
detect anomalies or faults [7]. In this study, our aim is to introduce
a statistical based anomaly detection system applied to joint angle
sensors of a snake robot. It is very crucial for a snake type platform
to have a fault free sensor measurements in order to successfully
control its motion. This study is our first step to accomplish robust
robotic snake platforms.
The remainder of the paper is organized as follows. The next
section describes the dynamical system model of the snake robot.
The joint control of the snake robot and developed anomaly detection algorithm are described in Section 3 and Section 4, respectively. The Section 5 provides information about simulation design,
results, and discussions. In the final section, conclusions and proposed future work are presented.

2.

Dynamic System Model

Dynamics of a planar four-link snake robot as shown in Fig. 1 is
described in this section. This is based on our earlier work [8, 9]
where the dynamic model of a general n link snake robot was developed. In contrast to most common model of snake robots which
consider a series of non-holonomic constraints apply to links of the
robot in order to avoid lateral movement (side-slip condition), these
constraints were eliminated in our model to represent more realistic model of snake robots. That leads to an under-actuated dynamic
system where the internal shape motion is not anymore directly
related to the overall displacement of the snake robot. The free
body diagram of a link is shown in Fig. 2. The reaction forces, Fi ,
Fi+1 and torque at the proximal and distal joints associated with the
z
link, τiz , τi+1
as well as the friction forces, Fin , Fit , and torque,τib ,
applied at the center-of-mass of the link are shown here. Friction
force were modeled as Coulomb friction and the friction torque as
a linear damping terms related to the angular velocity of the link.
The equations of motion were derived using Kane’s method as pre-
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Figure 3. Joint Control Diagram.

Figure 1. Overall Model of a Planar Snake Robot With Four Links
and 3 Joints.

where,

δ i, j =

(
1
0

if i = j
if i 6= j

The active forces and moment acting on each body as shown in
Fig. 2 are defined as
Fi

x
= (Fix + Fi+1
− µn mi g sgn(Vin ) cos(qi ) −

µt mi g sgn(Vit ) sin(qi ))êx +
y

y

(Fi + Fi+1 − µn mi g sgn(Vin ) sin(qi ) −

Mi

ai

sented in the general form of

Fr

4

= − ∑ (mi ai · Vri + [I]i αi · ωir )
i=1

4

=

∑ (Fi · Vri + τi · ωir )

(2)

i=1

Vri and ωir are linear and angular partial velocities, respectively,
defined as follows;
Vri

ωir

∂ Vi
∂ VPi ∂ ωi
=
=
+
× rPiCi
∂ q̇r
∂ q̇r
∂ q̇r
= δ1,r êx + δ2,r êy + δi+2,r êz × rPiCi
=

∂ ωi
= δi+2,r êz
∂ q̇r

αi

(1)

where the M is the symmetric and positive definite mass matrix,
C is the nonlinear terms including centrifugal and Coriolis. External forces and moments acting on the snake robot (including
friction forces and joint torques) are described by F and τ. q =
[q1 , q2 , q3 , q4 , q5 , q6 ]T are the generalized coordinates describing
the snake robot motion in 2D space where q1 and q2 are the coordinates of the tip of the snake robot (point P1 ) and [q4 , q5 , q6 , q7 ] are
the absolute rotational motion of the links with respect to the inertial frame O. q̇ and q̈ are the first and second derivatives of the generalized coordinates, respectively. The equation of motion, Eq. (1),
is derived using Kane’s method where the differential equations
are resultant of combination of two terms, the generalized inertial forces, Fr∗ , and the generalized active forces, Fr , r = {1, . . . , 6}
where
Fr∗

(5)

and the inertial terms including linear and angular accelerations are
defined as;

Figure 2. Free Body Diagram of a Snake Robot Link

M(q)q̈ + C(q, q̇) = J T F + Bτ

µt mi g sgn(Vit ) cos(qi ))êy


=
τiz + τib − τiz êz

= q̈1 êx + q̈2 êy + αi × rPiCi + 2ωi × VPi

= q̈i+2 êz

Substituting Eqs. (4, 5), and (6) back into Eq. (2) yields the equations of motion in Eq. (1). This set of equations will be used in the
next section to derive the control algorithm in the joint space.

3.

Joint Control of the Snake Robot

To generate the serpentine gait by the snake robot, the joints angle
must be varying in a sinusoidal motion with amplitude α, phase
shift of β , and bias γ as shown in Eq. (7)
φi = α sin(ωt + (i − 1)β ) + γ

(4)

(7)

To achieve this goal, a robust sliding mode controller is developed based on [8] for tracking control of joints of the snake-like
robot in following the serpentine curve with parametric uncertainty
as shown in Fig. 3. The forward dynamics of the snake robot provides the generalized coordinates and their derivatives after the
numerical integration. The dynamic system’s output, generalized
coordinates, were split into the translational and rotational motion
terms described by q̄ = [q1 , q2 ] and q̃ = [q3 , q4 , q5 , q6 ], respectively.
The rotational part was used to determine the joint motion defined
by the relative angles between two adjacent links as follows;
φ = H q̃

(3)

(6)

where,


1
H3×4 = 0
0

and

φ̇ = H q̇˜

−1 0
1 −1
0
1

(8)


0
0
−1
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Corresponding sliding mode manifold was defined based on the
joint angle tracking error and its derivative
s = ė + Λe

(9)

where
e = φd − φ

ė = φ̇d − φ̇

(10)

The goal here is to design joint control action, τ, in order to the
joint angles follow the desired sinusoidal trajectories presented in
Eq. (7). Based on the sliding mode control approach, the control
action is defined as
τ = τeq − Ksgn(s)

(11)

ṡ = ë + Λė = 0

(12)

where τeq was determined by setting the time derivative of the sliding manifold in Eq. (9) equal zero and K is the diagonal matrix of
control gains.

Substituting from Eqs. (1) and (8) into Eq. (12), gives;

τeq =(H M̃ −1 B̂)−1 φ̈d + Λ(φd


− H q̃˙ ) − H M̃ −1 (−C + J T F)

(13)

To prove the stability of the closed loop control and determining the control gain matrix K, the following Lyapunov candidate
function was selected
1
V = sT s
2

(14)

V̇ ≤ −η | s |

(15)

with following condition

4.

Statistical Based Anomaly Detection

In this study, a statistical approach with chi-square test hypothesis
is used for anomaly detection in the joint angle sensors of a snake
robot[10, 11, 12, 13, 14]. The difference in measurement between
different sensors is used to create residuals[15]. Three sensors at
three joints of the snake robot are considered and the equations are
provided correspondingly. The main assumption is that all three
sensors have identical measurements with a phase shift, then the
equation is written as


 
 
 

φ1 (k)
y(k)
ξ1 (k)
f1 (k)
 φ2 (k)  =  y(k − k1 )  +  ξ2 (k)  +  f2 (k) 
φ3 (k)
y(k − k2 )
ξ3 (k)
f3 (k)

where φi (k) is the measured value from the ith sensor of output
state y(k), ξi (k) is the noise, and fi (k) is the fault value for the ith
sensor. The k1 and k2 are the phase shift values between sensor 1
and sensor 2, and between sensor 1 and sensor 3, respectively. The
measurement noises ξi (k), i = {1, 2, 3}, are assumed to be normally
distributed random sequences with zero mean and variance of σ 2
and independent from each other.
Equation (19) is pre-multiplied by the left null space of output
state vector for eliminating the output state effect from the equation,
then two-dimensional vector becomes
T(k) = VY(k) = VΞ(k) + VF(k)


V̇ = s ṡ = s φ̈d + Λ(φd − H q̃˙ )−

H M̃ −1 (−C + J T F + Bτ)

H0 : E[T̄(k)] = 0
H1 : E[T̄(k)] 6= 0

(16)

χ 2 (2, k) = γ(k) = τ̄12 (k) + τ̄22 (k)

(22)

The χ 2 random variable γ(k) is compared to h, which is a threshold
value, for detecting the anomaly.
(17)

where

A = −C(q̇, q) + J T F

∆A = A − Â

∆B = BB̂−1 − IB

(21)

where the acceptance of the hypothesis is carried out by the second
degree chi-square test as

T

By substituting Eqs. (12) and (13) into Eq. (16) yields;

sT − ∆B (φ̈d +Λ(φd − H q̃˙ )) + ∆B H M̃ −1 Â−

H M̃ −1 ∆A + K | s |≤ −η | s |

(20)

where T(k) = [τ1 (k) τ2 (k)]T ∈ R2×1 is defined as the residuals,
which are to indicate any anomaly in any sensor of the snake robot,
φi (k), i = {1, 2, 3}.
In the normal case, the expected values of the residuals have a
zero mean, on the other hand, if there is an anomaly, the expected
value will be a non-zero value. This observation is used to set the
hypothesis test for detecting anomaly as

where η is positive. Using Eq. (14), the V̇ will be determined as
follows,
T

(19)

Thus, by chosing the control gain matrix K as follows the condition
in Eq. (15) will be satisfied.
h

K = (H M̃ −1 B)−1 ηI + − ∆B (φ̈d + Λ(φd − H q̃˙ ))+
i
∆B H M̃ −1 Â − H M̃ −1 ∆A
(18)

Pr(γ(k) ≤ h) = 1 − α

(23)

µi
T̄(k)
−
, i = {1, 2, 3}
kT̄(k)k kµi k

(24)

If γ(k) is equal or smaller than the threshold value, that means
the system is normal. Contrary to that, if it’s greater than threshold
value, there is an anomaly on a sensor, with a false alarm probability of α. Once anomaly is detected, the isolation is performed
by checking orthogonal projection of the fault vector on the null
space[16], using ϑ as
ϑi (k) =

where µi is the normalized ith column vector of the null space.
Among ϑ1 (k), ϑ2 (k) and ϑ3 (k), the smallest ϑi (k) is
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(25)

which will indicate the l th sensor as the faulty one because the
residuals will be shifted in the direction of the l th column of the
null space matrix. It should also be noted that, in this study, it is
assumed that only one sensor has anomaly at a given time.

5. Results of Simulations and Discussions
The simulation experiments are accomplished by using 3 joint angle sensors in simulation environment. During the simulation runs,
the snake robot is commanded to navigate in a straight line. The
anomaly detection sub-system is designed to be just for providing
information on anomaly, i.e. it is passive. In this study, the anomaly
detection system is not integrated into the feedback control system;
it runs as a separate unit.
The simulation consists of 4-link snake robot dynamic model,
and the joint controller. In the simulations, the variance of sensor
noise for joint angle measurements is set as 0.002 (rad)2 [17]. The
simulation is run for 30 seconds. In the resulting plots, the time
starts from 5 seconds in order to eliminate the effect of different
movements of the joints at the beginning of the simulation. The
anomaly detection is based on the main assumption of the sensors
are fault-free and identical. There is phase shift between different
joints, and time delays are introduced for the sensors as, 0.17 seconds between sensor 1 and sensor 2, 0.33 seconds between sensor 1
and sensor 3. In the first simulation run, there is no anomaly added
to the sensors.
The joint angle measurements are depicted in Fig. 4. The anomaly
alarm index and anomaly sensor index plots are given in Fig. 5.
The alarm index value gives 0 when there is no anomaly detected,
and gives 1 when anomaly is detected. The sensor index provides
the isolation information of the sensor with anomaly. It should be
noted both alarm and sensor index results have false positives with
probability α, which is set to 1%.

in Fig. 5. The top plot shows the alarm index which equals to 1
whenever an anomaly is detected, and equals to zero otherwise. It
can be seen that alarm index randomly gives value of 1 when there
is no fault injected because of the false alarm probability, and total
number of 1 values are less than 1%. The bottom plot in Fig. 5
depicts the sensor isolation index plot. The sensor index points out
the sensor number that has the anomaly. Similarly, because of the
false alarm probability, the sensor index gives 1, 2, or 3 in a random
fashion even though no anomaly exists.
In the second simulation run, a fault is injected to the third sensor
after 15 seconds in the simulation, for a duration of 10 seconds.
The resulting sensor measurements are depicted in Fig. 6. Due to
the injected anomaly, the third sensor has a biased type fault in its
measurements. Furthermore, the anomaly values are given on Fig.
7.

Figure 4. Joint Angle Measurements - No Fault Injected

Figure 6. Joint Angle Measurements - Fault Injected

As there is no anomaly existing in the sensors, orthogonal projection difference of the residuals scatter and they do not statistically
favor any specific vector direction, meaning there is no anomaly
detected. Moreover, alarm index and sensor index are presented

In the fault injected case, the developed method successfully detects the anomaly and pinpoints the sensor that has it (Fig. 7). In
Fig. 7, alarm index and sensor index values are shown for joint
angle measurements. During the anomaly occurrence from 15 to

Figure 5. Alarm and Anomaly Index Values - No Fault Injected
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[5]

[6]

[7]

[8]

[9]
Figure 7. Alarm and Anomaly Index Values - Fault Injected

25 seconds of the simulation, the alarm index notifies the detection
by giving value 1 consistently. Moreover, the sensor index marks
sensor number 3 as the faulty sensor.

6.

[10]

Conclusions

This paper introduces a anomaly detection method for joint angle
sensors of a snake robot. For the detection part, the χ 2 hypothesis
test is adopted, and isolation is performed by comparing orthogonal projections of three joint angle sensors. Simulation results are
presented with successful implementation of the anomaly detection
for an additive (bias) type fault in any of the three joint sensors. As
future works, the developed system will be tested with different
kind of faults, such as gain type, and parameter analysis will be
added to determine robustness of the system considering noise levels and fault magnitudes. Furthermore, the effect of faulty sensor
on the system dynamics will be discussed and robust fault tolerant
controller design will be developed.
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